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“Disruptive technologies are transforming the 

character of the modern world, faster than ever 

before. We have seen the decisive impact of 

these technologies in recent conflicts around 

the world”.      

—General MM Naravane, COAS1 

Introduction 

The COVID-19 pandemic has 

accelerated digital adoption in the society, and 

with the rollout of 5G, it will enable low latency 

and high throughput data― remote 

collaboration without discernible lag will now 

be feasible. ‘Meta’ is a word that means 

"beyond”.Metaverse, therefore refers to a 

centralised virtual world parallel to the physical 

world of reality. It is the next generation social 

media, streaming and gaming platform. Metaverse is also termed as Internet 3.0 (1.0 being 

fixed dial up connections and 2.0 being mobile connections). It will support persistent online 

3D virtual environment through conventional personal computing, as well as virtual and 

 
Key Points 

• The Internet had democratised knowledge 
and enabled remote connectivity and 
productivity, but COVID-19 has 
accelerated digital adoption in the society, 
and with the imminent rollout of 5G 
enabling low latency and high throughput 
data, the skill economy will now undergo a 
change as ‘presence’ i.e. remote 
collaboration without discernible lag will  
be feasible.  

• Metaverse refers to a ‘centralised virtual 
world’ parallel to the ‘physical world of 
reality’. It is the next generation social 
media, streaming and gaming platform. 
Fully developed Metaverse technologies 
and hardware are a decade away. It will 
require complex processing hardware with 
high refresh rates, data transmission and 
storage efficiencies and ultra-speed 
internet. 

• The Armed Forces world over have used 
simulations effectively for basic training 
purpose, however, Metaverse will not only 
require new cyber security solutions and 
the need to address security challenge of 
Big Tech algorithmic business model but it 
will also enable fresh innovative 
collaborations in planning and networking 
solutions to complex problems, including 
simulation and design of new defence 
products and their testing before induction. 
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augmented reality headsets. A fully developed and adopted Metaverse is at least a decade 

away. 

The big tech companies are betting on this next big idea of a Metaverse i.e. a 

combination of Virtual Reality (VR) and Augmented Reality (AR), Mixed Reality (MR) and 

Artificial Intelligence (AI) as well as software and hardware to power their applications. The 

market segments involved are Big Tech, video games, social media, streaming 

entertainment, 5G, cyber security and semiconductor companies. The defining quality of 

Metaverse is the ‘Presence’ i.e. the feeling that one is with another person or in another 

world.  

Metaverse came into the spotlight when Facebook changed its name to ‘Meta 

Platforms’ Earlier, Facebook had looked at bigger challenges for digital connectivity i.e. next 

billion users and it proposed a radical solution like ‘slicing’ the internet equality for big tech to 

take on the cost of improving connectivity and also broadcasting connectivity through high 

altitude balloons, however, both initiatives did not reach the scale. Albeit, it highlighted 

important issues pertaining to internet equality and now many countries are investing in 

undersea cables, fibre connectivity and data localisation. Elon Musk’s Space X has already 

operationalised the Starlink constellation in the Low Earth Orbit (LEO). The debate however, 

is still on as to ‘whether the Metaverse is just another hype?’ and if not, then what it means 

from the national security paradigm. 

Figure 1: Evolution of the Internet Over Last 30 years 

 

Source: Morgan Stanley Report on Metaverse (2021)2 

The International Data Corporation expects VR/ AR spending to increase from $ 12 

billion to $ 72.8 billion in 2024. Morgan Stanley, however, estimates that the digital 

Metaverse will grow to an $ 8 trillion addressable market. Shanghai based chip makers are 
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finding Metaverse markets for their Data Processing Units (DPUs). The DPUs are used in 

data centres and super computers for handling big data, AI and more. The computing core 

power, supplied by the carrier, can be enhanced by the DPUs. Alongside superchips, new 

professions will also emerge due to the Metaverse, like creators of Avatars for clients, and 

the need to create virtual assets for an online scenery and also incorporate the classical 

architecture design into the Metaverse. Shanghai has officially mentioned about the 

Metaverse in its five-year plan for the tech industry, and stated that the concept should be 

applied in areas including public services, entertainment, and manufacturing.  Similar plans 

will soon be replicated by other Chinese cities. 

Big Tech Overreach  

The Arab Spring and the Cambridge Analytica episodes had indicated the 

transformative power of the Big Tech through Algorithmic overreach into the society. The 

Meta Platforms share prices had dropped 30% post their Q4 2021 report. It reasoned out 

that decrease in its user base was due to increased competition for people’s time and 

challenges due to Apple software update–IOS 14.5, that enabled users to turn off the data 

collection for advertisement, resulted in the drop of users. 

The algorithmically tailored virtual world may distort users’ perception of reality, 

leading to a rise of cults or group of people far away from reality. Free market does not mean 

Big Tech First, but the governments need to safeguard their citizens and their data 

especially biological markers from harm or misuse― it also needs to prevent the evolution of 

echo chambers and digitally alienating spaces. The requirement is therefore, for the Big 

Tech to redesign data collection and prevent misuse within the emerging regulatory 

framework. 

Metaverse Applications   

The Armed Forces world over have used simulations effectively for basic training 

purpose however, Metaverse will not only offer cyber security solutions but  will also enable 

innovative collaborations in planning and networking solutions to complex problems, 

including simulation and design of new defence products and their testing before induction. 

The present day applications of the Metaverse are in social media, industry and military 

wherein the early versions of the Metaverse are being used as given below. 

Military Training 

The HQ ARTRAC had tweeted on 17 September 2021 3  that, the Simulator 

Development Division (SDD), Secunderabad have developed VR tactical training, with 

myriad of intelligent enemy obstacles and geo -specific terrains for training on tactical 
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operations using VR Holosuits and haptic devices. Similarly, beyond tactical training and 

scenario building, the VR can be used for War Games and even subsequently graduate to 

exercises with troops. Terrain familiarisation, planning for operations and logistics and even 

project management for various infrastructures, can also be explored further through 

simulations. In the Counter Insurgency Battle Schools, events can be held virtually for 

training the troops in new environment and methodologies being employed by the terrorists 

can be demonstrated. 

According to CEO Harsha Kikkeri (formerly in the Microsoft Robotics Division) of M/S 

Kaaya Virtualization Tech Pvt. Ltd, Mysore 4, the Holosuit that is being used for troops’ 

tactical training, is a bidirectional device responsive in the digital domain, and mimics the 

physical in real time.  It has 40 embedded sensors across arms, legs and all ten fingers and 

is made using a mesh material. It is being adopted for team’s tactical training and also 

simulating intense environment training for the soldiers. It has already been exported to the 

South Korean Army and 18 other countries besides being used for training by electricity 

boards for avoiding electricity hazards.     

The Optimus System 5  (South Korea) has already supplied Metaverse solutions for 

professional / military training including precision shooting training, tactical behaviour training 

and observation training, some of the products include: 

• Medium Range Assault Rifles Shooting Simulator for Individual training. 

• Tactical Assault Shooting Drill Simulator for Squad based tactical shooting behaviour. 

• Virtual Parachute Training Simulator (HALO/LALO parachute training). 

Defence Product Design, Manufacture and Testing 

The New Simulator Policy 6 was released in 2021 by MoD. The new policy aspires to 

achieve a high level of operational preparedness while reducing expenditure on training and 

preserving the life of the equipment. It also mentions that, the avenues of simulation 

technology will be continuously  explored. Modelling and Simulation Techniques hastens 

weapon design, production, testing, acquisition, induction and operationalisation. It is a 

systems approach that can pay huge dividends in achieving faster modernisation without 

creating prototypes and avoiding extensive trials in field conditions. 

In 2002, US DoD constituted a committee on Modelling and Simulation in 

Manufacturing and Defence Systems Acquisition. 7   Similarly, the Defence Procurement 

Procedure can include the modelling and simulation into the defence acquisition process. 

Decision makers must be able to envision future combat situations, conceptualise new 

weapon systems and evaluate their performance & manufacturability in a way which involves 
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less risk, and is quicker and less expensive. There is a need for creating test beds for 

researching on the evolving military applications in the Metaverse from a niche product 

development perspective. 

Industry Applications 

• Kakinada Reliance Gas Plant has adopted new VR Technology for providing training 

to employees in extreme weather conditions including underwater. 

• NextMeet (Hyderabad) is looking to transform videoconferencing experience into a 

networked-3D one. The Movie –Bali Heroes prepares to create another world similar 

to Avatars— now one can game and create music with digital avatars of celebrities. 

• Medical Schools are using VR tools for surgery training; Psychiatrists are using VR 

tools to treat PTSD among combat soldiers. WHO has used AR and smart phones to 

train COVID-19 responders across the world. It is also enabling the design of the 

Surgical tools and Operating rooms. 

• Educators have adopted remote schooling and the Museums have offered virtual 

tours. Space X uses it to design parts of Rocket engines in 3D. The companies have 

commenced hosting the first round of recruiting interviews in digital format. 

• In Physical retail locations, the customer interactions can be mapped and analysed in 

real time to offer insights on product placements, store design & layout and customer 

perspective on current inventory. Once autonomous commuting gains scale, it will 

allow more productivity by enabling people to get work done, relax or socialise more. 

Transitioning to Metaverse 

In his research paper– ‘The Digitization of Everything’, Simon Powell8 argues that, a 

single Metaverse could disrupt almost everything in human life. He argues that the evolution 

will initially focus on the hardware needed to lift the Internet to the Metaverse than the 

software that will design and host it followed by the business which will create the use cases 

on it. Metaverse adoption depends upon technological advancements and users’ willingness 

and acceptance. It will require complex processing, hardware’s with high refresh rates 

(anything less than 90 frames per second can cause motion sickness), data transmission 

and storage efficiencies and ultra-speed internet. Its accelerated adoption in the real world, 

will be affected by the network effect i.e. rapid growth of users when the platform hits scale.    

The early movers to Metaverse include:  

• Facebook (Meta Platforms) focussing on the Hardware to access Metaverse while 

leveraging its huge user base. 
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• Robolox and Take Two are the video game companies which adopted early stages of 

the Metaverse. The success of the Video Games— Fortnite and Call of Duty: 

Warzone, offers the initial insights to Metaverse.  However, the video games and 

social media are now mixing— 30% of existing gamers use video games’, Hangout’ 

features, some even permit trading of goods and equipment that they earn during the 

games. 

• Warner Music is investing in start-ups building tools/ platform for Metaverse. 

• The LiDAR technology is being integrated into iPhones and iPads, allows 

engagement of the users with their surroundings. 

• Google glass and Google lens app supports AI powered technology integrated with 

smartphone cameras.        

Regulatory/ Policy Issues 

• Open architecture for developing the software & hardware and enabling 

interoperability will be essential. Standard setting is an important exercise and one 

needs to learn from China’s earlier attempt of a new internet protocol standard which 

suited its state digital surveillance and had to be resisted by  the rest of the world. 

• China had to restrict access to video games to curb children’s distraction due to 

online gaming; gaming was restricted to only three hours on weekends, thereby 

affecting growth of video games regionally. 

• Data localisation regulations and privacy & security of interaction of users will be of 

paramount importance to the cyber security regulators. 

• Flagging of fake news/disinformation and nefarious activities, will require to be 

enabled by the developers. The importance of nominating a country head for digital 

operation of the Big Tech is a good example. 

• Legal framework would need to evolve as  Metaverse evolves. Initially, minimalistic 

regulations should permit ecosystem development, however, subsequently insisting 

on applicability of national laws and prevention of monopolistic activities and use of 

anti- trust laws will have to be factored in. It is  important that the legal framework 

needs to be ‘nimble & agile’ and respond to the evolving ecosystem and 

safeguarding the national security. 

• Digitally connected world will offer opportunities for cyber attacks; in fact the attack 

surface area will increase exponentially, as also the counter measures to it, hence 

securing another frontier will require professionals with newer skills. 

• There is a need for citizen rights advocacy groups to challenge the tyranny of 

algorithmic governance by the Big Tech and the government’s need to conduct cyber 

forensics on any social unrest, festered by the use of Big Tech, with an aim to 
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persuade it to change its social platform rules within its sovereign borders or to 

vacate the space.  

National Security Challenges  

• Adoption for Information Operations. The Metaverse provides immense scope for 

radicalisation and recruitment by extremist ideologies, which need to be detected 

early and ended by using algorithms and flagging. China’s Big Tech has supported 

the state’s principles of speech, monopoly, and privacy. China aims for ‘AI 

supremacy by 2030’ and China’s ‘digital authoritarianism’—evident in its repression 

of the Uyghurs—portend a model of algorithmic governance which supplements 

China’s intemperate ‘Wolf Warrior Diplomacy’. 

• Cyber Security. Hackers might figure out how to spoof or defeat the Metaverse 

biometrics and thereafter gain access to a Metaverse account, effectively 

impersonating that person. It’s the ultimate opportunity for identity theft, spying and 

social engineering. It also provides a valuable data movement which can be attacked 

and therefore needs to be protected. The digital economy and assets will have to be 

protected similar to the financial transactions— It will remain a continuously evolving 

challenge between the offence and the defence. 

• Applicability of Sovereignty and Laws. The amount of big data being created in 

the Metaverse, necessitates the Governments to ensure protection of their citizen 

and their financial assets.  This brings the need for enforcing some regulations on the 

Big Techs as per the international norms. An example of international collaboration 

that can be studied is the Financial Stability Board which helps to design and monitor 

the implementation of key financial policies while assessing risks and vulnerabilities 

in the global financial system— similar global agreements are required to ensure the 

development of Metaverse with an open and secure architecture. India’s Data 

Protection Law is now in its final stage of consultation as the Parliament Committee 

has already submitted its report. The IT ministry is looking to balance the conflicting 

interests of citizens’ rights and the evolving Indian Digital Ecosystem. India has the 

potential to outstrip China with respect to  the digital user base, if low cost of access 

to digital domain is maintained. 

• Regulating the Big Tech. The major technology firms—Facebook, Apple, Google, 

Amazon, and foreign counterparts such as Alibaba, Huawei, and Tencent—have 

become powerful, autonomous actors and are increasingly shaping geopolitics 

through digital space—over which they exercise primary influence i.e. as to  ‘how 

people spend their time’, ‘what professional and social opportunities they pursue’, 

and, ultimately, ‘what they think’.  
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It is reasonable for corporations to suggest that, ‘hate or violence’ will not be allowed or 

that individuals engaging in extremism will be identified and banned from their virtual spaces 

through self-regulation. However, ‘hate and division’ also generates some amount of profit, 

as demonstrated by the engagement driven content ranking model presently in vogue. 

Everyone needs to be ready for this new reality. Algorithmic model of the Big Tech points to 

algorithmic harms related to mass surveillance, information pollution, behavioural herding, 

bias and discrimination. The unfettered environment in which these firms have grown is 

disappearing, as states around the world asserts their authority over a wide range of 

activities in the digital space. A properly designed, greater regulation could increase 

innovation by breaking up restrictive monopolies while at the same time protecting society as 

a whole from Big Tech. 

Conclusion 

Metaverse is another disruption which will probably affect us all in the next decade. It 

is imperative to monitor the evolution through a pragmatic approach— reaping rich dividends 

and better connectivity from its adoption and simultaneously preventing any challenges to 

our way of live and social cohesion. Rules on personal privacy especially biometric markers 

require an agile oversight on the Big Tech creating the Metaverse. This data should not 

propel another medical advertising industry at the cost of the user’s biometric data being 

made available commercially and hence, protection of user privacy is paramount. The 

Metaverse will have huge spinoffs for the defence industry in simulation with training and 

product design and cyber defence.  Therefore, creating test beds to research on the evolving 

Metaverse applications, will pay rich dividends to the Armed Forces. 
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